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Coping with Systems Risk:
Security Planning Models
for Management Decision-Making

ABSTRACT

The likeihood that the firm’s information systems are insufficiently protected againg certain
kinds of damage or lossis known as*systemsrisk.” Risk can be managed or reduced when managers
are aware of the full range of controls available and implement the most effective controls.

Unfortunately, they often lack this knowledge and their subsequent actions to cope with systemsrisk are
less effective than they might otherwise be. Thisis one viable explanation for why losses from computer
abuse and computer disasters today are uncomfortably large and gtill so potentidly devastating after
many years of attempting to ded with the problem. Results of comparative quditetive sudiesin two
information services Fortune 500 firms identify an gpproach that can effectively ded with the problem.
This theory-based security program includes. (1) use of a security risk planning modd, (2)
education/training in security awareness, and (3) Countermeasure Matrix analyss.



I ntroduction

The likelihood that afirm’sinformation systems are insufficiently protected againg certain kinds
of damage or lossisknown as “systemsrisk.” The underlying problem with systemsrisk is that
managers are generdly unaware of the full range of actions that they can take to reducerisk. Because
of thislack of knowledge, subsequent actions to plan for and cope with systemsrisk are less effective
than they need be. Thisis one viable explanation for why losses from computer abuse and computer
disasters today are dill so uncomfortably large and potentidly devagtating.

Fortunately, there are well established behaviora theories and other conceptua models that
offer ingght into how managers can cope with systemsrisk. First, genera deterrence theory posits
generic actions that directly and indirectly lower sysemsrisk, exemplified, in the systems arena, by
actions taken by computer security officers (Straub, 1990). Second, Simon’s (1980) mode! of
manageria decison-making offers direction as to generic stages in an effective planning gpproach.

An agenda for management action is proposed to dedl with the problem. Managers should
initiate a theory-based security program that includes: (1) use of a security risk planning modd, (2)
education in security awareness, and (3) Countermeasure Matrix andyss. The viability of the gpproach
is vaidated through qualitative studiesin two information services Fortune 500 firms.

Threatsto Organizational I nformation Resour ces

Information security continues to be ignored by top managers, middle managers, and employees
dike. Thereault of this unfortunate neglect isthat organizational systems are far less secure than they
might otherwise be and that security breaches are far more frequent and damaging then is necessary.
The underlying problem is that many managers are not well versed on the nature of systemsrisk, likely
leading to inadequately protected systems.

Organizationd information systems today remain in jeopardy. Over the years study after sudy
has documented actual and potentia systems losses (Parker, 1976; 1981; 1983; Hoffer and Straub,
1989; Loch, Carr, and Warkentin, 1992). A partid listing of ingtitutional sponsors of high profile
sudies includes: the U.S. Government (Kusserow, 1983; Colton, Tien,, Davis, Dunn and Barnett
(19823, 1982h), the American Bar Association (1984), the American Ingtitute of Certified Public
Accountants (1984), Erngt and Y oung (Burger, 1993), and Ernst & Y oung (Panettieri, 1995), and,



abroad, the Loca Government Audit Inspectorate (1981). Estimates of annual losses vary, but some
et losses at between $500 million and $5 billion per year in the U.S. done (Flanagan and McMenamin,

1992). If anything, losses have become even more serious as time goes on (Schwartz, 1990).

Back-Burner Issue

Y e, in spite of voluminous public evidence that sysemsrisk is high and that many organizations
are under-secured, many managers continue to ignore the issue and to be "naive" in their reponses to
the challenge posed by this growing threat (Loch et d., 1992, p. 183). Why isthisso? Oneviable
explanation isthat systems risk has been a back- burner issue for decades, even among managers who
specidize in information technology (IT), and it is difficult to change a perception with such momentum.
Tdlingly, dthough IT executives have indluded systems security in ther ligt of criticd issues (Bdl and
Harris, 1982; Dickson et al., 1984; Hartlog and Herbert, 1986; Brancheau and Wetherbe, 1987,
Niederman, Brancheau, and Wetherbe, 1991), only once have they ranked it among the top ten issues.
Even more tellingly, both “ disaster recovery” and “ security and control” dropped off the top twenty
ranking in the latest key issues study (Brancheau, Janz, and Wetherbe, 1996).

The Nature and Extent of Systems Risk

Assuming that there is reason to be concerned, how should prudent managers begin to think
about sysemsrisk? Risk isthe uncertainty inherent in doing business; technicaly, it isthe probability
associated with losses (or fallure) of a sysem multiplied by the dollar lossif therisk isredized. The
concept of risk gpplies to awide range of systems, from physica systemsfor delivering goods/services
to a customer to computer-based systems for delivering information. The former risks are business
risks the latter, systemsrisks Systemslosses and failures are broadly construed to mean modification,
destruction, theft, or lack of availability of computer assets such as hardware, software, data, and
services. It would, thus, include computer abuse, disaster scenarios, violations of intellectua property
resident in computer systems, etc.

Systems security risk — the risk that the firm’ s information and/or information systems are not

aufficiently protected againgt certain kinds of damage or loss— isoneform of sysemsrisk. Another is



project risk, the risk that a systems development project will fail (Kell, 1995). In either case, to assess
overal risk, one needs to have some idea about the probability of suffering losses and the extent of loss.

Systemsrisks vary, but one useful divison is that between the risk of adisaster and therisk of a
computer abuse. Indl likelihood, the most serious risk confronting an organization is that misson
criticd informetion systems will become unavailable to process the company’ s basic transactions. The
nightmare scenario for thisisthe “disaster” or “catastrophe” (Peach, 1991) — events such as
hurricane, earthquake, fire, or sabotage.

Therisk of catastrophic loss of the organization’s systems notwithstanding, managers should
congder the threat from unauthorized and/or illicit penetration of the firm’'s computers, that is, computer
abuse, with equd concern (Hoffer and Straub, 1989). Bad actors who exploit vulnerabilitiesin sysems
occur among disgruntled employees and ex-employees and the persistence of thisthreet istestimony to
the need for on-going vigilance. Neumann (1994) reports, for example, that ingder manipulation of
currency transactions via computer cost Volkswagen $260 million while afraudulent EFT trandfer,
which would have cogt the Bank of Switzerland $54 million, was only averted at the last minute. While
garden variety eectronic thefts, destructiveness, and espionage in legacy systems are serious in their
own right, more recently abusers have targeted the Internet. In the last few years, Internet connectivity
and security on the World Wide Web pose the most significant threat for many organizations (Arnum,
1995). The possible strategic benefits from ectronic commerce are clearly dtractive to many firms,
but some are entering into this venture without fully recognizing the potentia aftereffects of lax security.

The potentid for security exposure from viruses crossng over networks, which know no
internationa boundaries, for ingance, isvirtudly unlimited. Although outsders (many of whom, of
course, are hackers) have historically been ardatively smdl percentage of computer abusers (Hoffer
and Straub, 1989; Gips, 1995; King, 1995), the persistence of their attacks and their resstance to
deterrent countermeasures makes them particularly dangerous (Straub, Carlson, and Jones, 1992;
Straub and Widom, 1984). They can attack systems directly or set loose viruses, which estimates
suggest that viruses are successfully attacking systems over 20,000 times per year in France (Forcht,
1992) whilein the US over 70% of organizations are experiencing serious virus attacks (Panettiei,
1995). Moreover, the vast mgjority of managers say that systems risks have escalated in the past five

years and that their organizations have suffered financial 1osses from computer abuse (Panettieri, 1995).



In spite of the seriousness of systems security risk from disasters and computer abuse, many
organizations are either completely unprotected or insufficiently protected. Numerous surveys and other
studies report this same lack of preparedness over and over again (eg., Loch et d., 1992; Hoffer and
Straub, 1989; Brown, 1993).

Prior Thinking about Systems Risk

If the threat is so clear, then how can it be true that both IS and generd managers may be
under-prepared in coping with systems risk? If managerid perception of systemsrisk islower than it
should be, why is this the case? How does amanager develop asense that his or her risk-cost tradeoff
iswell baanced? While afew studies have addressed this issue conceptudly, one study has explored
the issue from both atheoretical and empirica perspective (Goodhue and Straub, 1991). They argue
that manageria concern about the organization’s security is afunction of: (1) risk inherent in the industry,
(2) the extent of the effort aready taken to control these risks, and (3) individua factors such as
awareness of previous systems violations, background in syslems work, €tc., as shown in Figure 1.
Independent corroboration of these factors has been reported by Dixon, Marston, and Collier (1992).

How can managers consciousness about security risk be heightened? If thismodd is accurate,
then clearly it is necessary to ater managers perceptions of the three underlying components of risk in
order to affect their overall perception of risk. Having afirm gragp on the level of sysemsrisk to which
the industry aswhole is exposed, reflected in the “ Organizationa Environment” congtruct in the modd
above, would clearly be helpful. How managers develop beiefs about industry risk, however, is
beyond the scope of the current research because it involves relatively straightforward reading and/or
sharing of knowledge of the risk among industry groups.

But the second and third model components, “IS Environment” and “Individua
Characterigics,” offer managers a good opportunity for learning and, hence, improvement. Managers
should very likely be wdl informed as to the local incidence of computer abuse and susceptibility to
damage, as shown in the “Individua Characteristics’ component of the moddl. That one' s system was
attacked three times last month, once successfully penetrated, causing aloss of one hour of system
availability isthe type of locdized knowledge we are referring to. Aswe shal see later in the section
entitled “Intervention Elements,” such knowledge isingrumenta in managerial risk analysis.



Organizational Environment

Beliefs about Industry Susceptibility to
Industry Risk

IS Environment .
Manager Perceptions
Beliefs about Actions Already Taken to - Managerial Concern
Effectively Secure Systems abouthystems Risk
Individual Characteristics
Awareness/Knowledge of Systems
& Local Systems Risk -derived from Goodhue and Straub (1991)

Figure 1. Model for Managerial Perceptions of Security Risk

The second model component, “1S Environment,” reflects managers basic understanding of the
range of technica and managerid controls that can cope with risk from disasters and computer abuse.
It also reflects actions that can be taken based on that knowledge. If the firm'’'s customer base has on
line connections to the firm, for ingtance, there are hard box solutions such as secure modems that can
be used to address security issues, software solutions, such as passwords, may aso be acceptable.
This knowledge determines the alter natives to be considered in security response decisionmeaking.

In addition, these areas are of greatest need in that manager’ s knowledge of actions to reduce
locd systems risk has been found to be fragmentary and incomplete in numerous prior studies (Loch et
al, 1992 ; Straub, 1986a; Straub, 1986b). If such knowledge of local threats and risk-lowering
actions can lead to effective planning and implementation, then prospects for successfully
dealing with systems risk should be greatly enhanced. In order to understand how business
practitioners can manage systems risk, it isfirst necessary to appreciate the full range of possible action.

Effective Actions for Managing Systems Risk

For years, the received wisdom of security expertsis that countermeasures, strategies that

adopted to reduce systems risk, fdl into four distinct, sequentia activities, namely: (1) deterrence, (2)



prevention, (3) detection, and (4) recovery (Parker, 1981; Martin, 1973; Forcht, 1994). Not
surprisingly, perhaps, these four classes of sequentia actions have a strong theoretica bass.

The theory that best explains the effectiveness of these countermeasuresis generd deterrence
theory. Used in the study of criminds and other anti-socia persondities, the theory iswedl established in
criminology (Blumstein, 1978; Pearson and Weiner, 1985). It posits that individuas with an
ingrumenta intent to commit anti-socia acts can be dissuaded by the adminigtration of strong
disncentives and sanctions relevant to these acts. In more easily understood terms, active and visble
policing is thought to lower computer abuse by convincing potentid abusersthat thereistoo high
certainty of getting caught and punished severely.

Genera deterrence theory has been applied successfully to the IS environment by Straub and
his research partners (Straub, Carlson, and Jones, 1994; Straub, 1990; Straub and Nance, 1990;
Hoffer and Straub, 1989). The basic argument in thiswork is that information security actions can deter
potential computer abusers from committing acts that implicitly or explicitly violate organizationd policy.
Moreover, they have found empirica evidence that security actions can lower syssemsrisk. Specific
application of generd deterrence theory to information security is based on the underlying relationship
between activities of managers and that of computer abusers (Nance and Straub, 1988). Figure 2
illugtrates the range of possible security actions and their interrdationships.

With respect to risk from computer abuse, this model asserts that managers are themsdlves the
key to successtully deterring, preventing, and detecting abuse as well as pursuing remedies and/or
punishing offenders for abuse. 1t shoud be noted that these constructs and inter-relationships, which are
explicitly expressed in Figure 2, “The Security Action Cycle” areimplicit in generd deterrence theory,
specificdly in the lag effects of policing actions on subsequent anti-socia acts.

A certain portion of potentid system abuseisdlayed by deterrent techniques, such as
policies and guidelines for proper system use and by reminders to users to change their passwords.
Deterrent countermeasures tend to be passive in that they have no inherent provision for enforcement.
They depend wholly on the willingness of system usersto comply. Security awareness programs are a
form of deterrent countermeasure which deserve specia mention here because educating users as well
asthelr superiors about security yidlds mgor benefits. These sessons convey knowledge about risksin

the organizationd environment; emphasize actions taken by the firm, induding policies and sanctions for



violations; and reved threatsto loca systems and their vulnerability to attack. A mgor reason for
initiating this training, however, isto convince potentia abusers that the company is serious about
securing its systems and will not treet intentiona breaches of this security lightly. In essence, potent
Security awareness training stresses the two central tenets of generd deterrence theory — certainty of

sanctioning and severity of sanctioning (Blumstein, 1978).

Deterrence

Detection

Deterred
ﬁﬁ Remedies
Prevented ~
Abuse A
Objective: Undetected
Maximize Abuse

-based on Nance and Straub (1988) Objective: UnplémShEd
Minimize Abuse

Figure 2. The Security Action Cycle

When potentia abusers choose to ignore deterrents, the next line of sysem defenseis
preventives, like locks on computer room doors and password access controls. Preventives are
active countermeasures with inherent capabilities to enforce policy and ward off illegitimate use (Gopd
and Sanders, 1992; 1997).

If an abuser successfully penetrates the first two lines of system defense, the organization needs
the capacity to detect misuse. Proactive security responses such as suspicious activity reports and
system audits are examples. Virus scanning reports would be other examples. Reactive responses
include detective work after adocumented breach in security. The primary objective of this security
response isto gather evidence of misuse and to identify perpetrators.



Findly, an effective security program should be able to r emedy the harmful effects of an
abusive act and to punish the offender(s). Interna actionsin this stage include gppropriate responses to
offenders in the form of warnings, reprimands, and termination of employment. Legd actionsinclude
crimind and civil suits. Aswill be seenin amoment, dl of these organizationa responseslead to a
downstream effect of deterring future computer abuse. Other remedies, like software recovery facilities
that assst in this process, are technical remedies for recovery which do not result in deterring future
abuse, per se.  From the perspective of genera deterrence theory, these four kinds of defense can
contribute dynamicaly to a subsequent deterrent effect. That is, potentia abusers become convinced of
the certainty and severity of punishment for committing certain acts when the effectiveness of the system
security is obvious or when it is communicated to them. Thedeterrence feedback loop, in short,
strengthens deterrence by ensuring that potential abusers become aware of consequences of abuse.

Managers, both sysems and generd managers dike, are directly involved in identifying those
who violate security (Straub and Nance, 1990; Hoffer and Straub, 1989) and in applying the
appropriate actions to deter, prevent, detect, and remedy computer abuse. Certain of these activities
are particularly onerousin terms of time and effort expended. Detective activities, for example, require
the investigation of suspicious activities, most of which prove to be fase pogtives in suspicious incidents
reports. Knowledge of the mogt effective combination of disincentives and other strategies for managing
risk, is, therefore, of specid vaue.

Thereislimited evidence in practice for the effectiveness of these techniques despite the strong
theoretica basis (see Straub, 1990, however). Thisraisesacritical research question: Are managers
fully aware of the range of generic security actions that research links to lower systemsrisk (Straub,
1986b; 1990)? Lack of awareness would be suggestive about the probity of the Goodhue- Straub
mode of security concern (1991). Correcting this could also lead to managerid action plans. Beyond
lack of awareness, it scems likdly that managers will stress certain countermeasures over others. Prior
work suggests that preventives would be best known and other countermeasures less understood.

Ancillary research questions arise from this contrast: Can security awareness programs that
gtress theoretically-grounded countermeasures affect manager’ s thinking about security and will
managers actualy adopt into practice forms of planning that reflect such theoreticaly-grounded
countermeasures? Can other theory-based security planning techniques affect how managers plan for



security? Answers to these questions would be ingghtful in that managers may or may not be swayed
by and induced to put into practice theory-based approachesto lowering risk. Accordingly, we
studied the following two propositions.

Proposition 1: Managers ar e awar e of only a fraction of the full spectrum of actions
that can betaken to reduce systemsrisk.

Proposition 2: Manager s exposed to theory-grounded security planning techniques
will beinclined to employ thesein their planning processes.

Resear ch Approach

Toempirically study these propositions, comparative quditative studies were conducted in two
Fortune 500 firms with information technology services in the southeastern United States. Because
Security is an extremey sendtive subject for many organizations, firm identity has been disguised. From
the standpoint of research design, Customer Processing Company (CPC) was smilar to Customer
Data, Inc. (CDI) in enough respects to make comparisons meaningful. Both are Fortune 500
information services companies. Their businessesinvolve processing data and marketing this vaue-
added product to customers. Both organizations have been in the business for many years, have
goproximately the same totd revenues, and structure information ddivery in a markedly smilar fashion.
Information security had been staffed at both organizations within the 1S department for many years. In
both, disaster recovery plans were operational, whereas application security was lesswell developed.
What is, perhaps, even more important is that neither organization had long term experience in offering
user/manager education in security awareness at the time of the qualitative studies. Because each of
these organizations presented, in effect, a green field setting for this important aspect of security, it was
possible to compare their beginning points and progress toward strengthening security along severa
lines. A comparison of the firms, propostions investigated, and methods employed appearsin Table 1.

Propositio Methods
Firm Pseudonym Abbreviation | n Explored Employed Period
Customer Data, Inc. CDI 1 Interviews 4 months
Customer Processing Co. CPC 1&2 Action Research 15 months

Table 1. Comparison of Qualitative Studies at Two Sites




CDI Study Details

In Customer Data, Inc. (CDI), 30 intensive interviews were conducted with al levels of
management, including three Vice Presidents over afour month period. The interviews were conducted
in asoutheagtern city, two midwestern cities, and awestern city. Professonas working with sysemson
adaily bass, both in the IS department and in functional areas, were also a critica component of the
sampling. Interviews lasted from one hour to over two hours. Theinterview script that was employed
appears in the Appendix. There were severd specific questions that attempted to gain indght into the
security planning process used a the firm. Question 4 in the interview script illustrates the straight-
forward approach taken in these questions. “If you were asked to plan for some new security measures
at the company, how would you go about doing this? Are there certain stages or phases that might be
involved in your planning for improved security?” (The underlining in the script was intended to remind
the interviewer to stress these words).

To bring ameasure of objectivity to this data, interviews were transcribed and thematicaly
coded for indications that participants were cognizant of the meaning or vaue of one of the particular
countermeasures. They were then quditatively andyzed for dominant and sub-thematic patterns. The
content analysis process was relaively smple in that one coder was used. The coder was intimeately
familiar with the countermeasure themes as aresult of fifteen years of research and consulting experience
in the computer security field. Whereas multiple coders would have been preferable from a
methodologica stlandpoint, the sheer volume of data accumulated in both studies meant that this
approach was too codtly.

CPC Study Details

CPC differed in one regard from CDI which made it exceptiondly vauable for this comparative
quditative sudy. Through an intervention, it became possible to educate top managers and other
professionas a CPC in concepts and principles of theory-grounded models of security planning and
then to sysematicaly observe if and how they used thisinformation in their later security planning.

Action research, an interpretive mode of inquiry, was used to anayze the datain this case.
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Thirty-seven top managers, middie managers, and other professonds were involved in the
comparative study, which took place over a 15 month period. One mgjor source of information was a
mid-level security planning team which held regular project meetings for 15 months. This project team
was composed of 10-12 managers/professionds representing business units such as marketing and
operations as well as systems development professionas such as telecommunications and sysems R &
D andyds. The team was charged with investigating a wide range of security options to protect the
firm's sengtive data. Team members would aso implement those security options selected for
investment by top management.

In addition, meetings with top management, including the President and severd levels of Vice
Presidents, were held on a monthly basis during the study period. These sessons were both
informationa and decision-making sessons. Investigation and approva of security initiatives, hence,
had continuous top management involvement.

Meseting minutes, notes, internal memoranda, presentation overheads, analyses of security
initiatives, and CPC customer interviews provided arich source of data for documenting the planning
effort and multiple chains of evidence with respect to the proposttions. Even though there were no
formd interviews with the project team or top management, dl told, approximately 1000 pages of
documentation were amassed over the 15 months of the project. Subjective, interpretive andlysis of this
datareveded extremely interesting patterns in how the participants learned about and subsequently
responded to the organizationa responses embodied in the Security Action Cycle.

The rich data source that resulted from CPC security initiative was interpreted in asmilar
fashion to that of CDI data. Mgor themes related to the Security Action Cycle were pattern analyzed

and conclusions were drawn from this andysis.

Intervention Elements
Proposition 2 posits that when managers have theory-based planning modes for strengthening
security, managers will be motivated to utilize these tools. In cregting the intervention during the action
research, these models were based on the best conceptual and theoretica evidence we have on the

nature of systems risk and how to cope with it.
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There were three dements to the intervention implemented at CPC: (1) a security risk planning
modd, (2) a security awareness training program, and (3) a Countermeasure Matrix model. Each of
these will be explained in grester detail below.

Intervention Element #1: The Security Risk Planning M odel

To ded with managers need for adeeper understanding of the full spectrum of risk
management responses, the Security Risk Planning model, grounded in Baskerville (1993) and Simon
(1960) and presented in Figure 3 below, served to guide the overdl security planning effort. This model
derivesits sructure from Simon's model of decison-making (1960). Building from a definition of
information security planning, the modd placesrisk anadlyssin its proper logica podtion as abridge
between problem formulation and generation of dternatives and preceding the planning decison phase.
This normative mode of the entire planning process includes not only risk andyss but dso the
condtituents of other critica stages and their outcomes. Thismodd is presented in Figure 3 and
condtituents of each of the phases, as well as an additiond phase for implementation, are shown in Table
2 below.

Recognition of
Security Problem
or Need

Risk Analysis Alternatives Planning
Generation Decision

Phase | Phase ll Phase Il Phase IV

Figure 3. Phasesin Security Risk Planning

Current thinking and practice were aso lacking in an effective mechanism to eva uate the fit
between business needs and potentia solutions. At present, the literature advocates only a crude cost-
benefit mechaniam that fals far short of the kind of intellectud tools that would lead to high qudity,
scientific assessment and good planning decisions (Baskerville, 1991). The problem with such present
first generation tools (Baskerville, 1993) isthat they are atheoretica (Hoffman, 1989). Assmple
heurigtics that estimate rough-cut costs of a unsecured system and benefits from implementing security

12



controls, they play down or completely ignore the behaviord side of the phenomenon of computer
abuse. Present atheoreticd techniques are dso incapable of eva uating the synergy offered by
combinations or sets of security controls. In fact, practitioner and academic interest in information
security (1S) planning has been margind. Planning for security is mentioned only briefly in this literature
(viz., McLean and Soden, 1978; Steiner, 1979, 1982; King, 1984; Venkatraman, 1985-86;
Ramanujam and Venkatraman, 1987; Lederer and Sethi, 1991). These studies neither detail the nature
of security planning nor the process stages required for a successful planning effort.

Likewise in the more specidized security and contral literature, the issue of security planning has
not been dedlt with. Although Parker (1981; 1983), Fisher (1984) Caroll (1987), Baskerville (1988;
1993), and Forcht (1994) all discuss means by which threats to systems can be identified and
countermeasures proposed, they do not discuss this process as a planning process per se. Stagesin a

normétive planning process are not articulated in this literature nor are the desired outcomes of the

stages.
Phase | Phase Name Description
I Recognition of Theidentification and formulation of problemswith
Security respect to the risk of 1S security breaches or computer
Problems disasters
[ Risk Analysis The andysis of the security risk inherent in these
identified problem aress; threat identification and
prioritization of risks
[l Alternatives The generation of solutions to meet organizationa needs
Generation gpecified during risk andyss
v Decisions Matching threats with appropriate solutions, selection
and prioritization of security projects
Vv Implementation | Redizing the plans by incorporating the solutionsinto the
on-going security of the organization

Table 1. Description of Phasesin the Security Risk Planning Model

Baskerville (1993) argues that planning for security should ideally be incorporated systems
development and security controls designed at the logical systems levd in pardlel with actud system
functiondity. Recognizing that sysems projects seldom unfold in this fashion, Baskerville goeson to

13



argue that ex post security enhancement can indeed be undertaken for existing and legacy systems. The
broad outlines of his planning process are not dissmilar to those shown in Figure 3.

Other than Baskerville (1993), the scholarly and consulting literatures on security do not provide
acommonly agreed upon conceptual mode for the security planning process. Much of the literature,
indeed, specifiesin detail only one of the central activities of the process, namdly, risk analysis (Parker,
1981, 1983; Fisher, 1984; Caroll, 1987; Badenhorst and Elof, 1989; Eloff, Labuschagne, and
Badenhorst, 1993). Whereas von Solms, van de Haar, von Solms, and Cadlli (1994), de Konig
(1995), and others discuss various types of planning (e.g., disaster recovery planning vis-a-vis
contingency planning vis-a-vis physica security planning, etc.), thereislittle in the public domain
describing an overal gpproach to security planning and evaluation or the specific details of this process.

The Security Risk Planning Modd was, de facto, the organizing principle behind the security
initigtive at CPC. Needs were determined in the early phases of the project and decision choices were
made after adgnificant effort in dternatives generation. This gpproach was articulated in the early
stages of the project and followed rather closdly asthe project progressed. The implementation phase
of the project followed the straight-forward planning phases, asin most projects.

Intervention Element #2: Security Awareness Program

Phase | of the security risk planning mode just discussed requires that decison-maker
awareness of industry standards for security is sufficient, as is knowledge of loca security conditions
and available countermeasures within one’ s own firm. During this phase, managers and security
professionas should identify and formulate problems with IS security breaches or computer disastersin
the organization, as suggested by the Goodhue- Straub Modd for Managerial Perceptions of Security
Risk (1991; Figure 1 above).

An effective way of achieving thisis through security avarenesstraining, or the training of
managers and other professonasin proper use of system assets. In thistraining, security specidigts
review with employees palicies (if they exist), syssem authorizations, conditiondities for use, methods for
changing passwords, pendties for security breaches, and other topics that have a bearing on preventing
misuse of system assets. The training should aso make participants aware of the generd effectiveness

14



of deterrent, preventive, detective, and remedia countermeasures in lowering systemsrisk, as
articulated in the Security Action Cycle (Figure 2 above).

Forward-1ooking and proactive security awareness program are exceptional in mogt indudtries.
Fewer than hdf of organizations likely have active security awareness programs in place; moreove,
about two thirds believe that information security is not a significant issue (Kearns, 1994). Such views
fly in the face of commissoned studies that have consistently concluded otherwise (Kusserow, 1984;
American Bar Association, 1983; Dixon, et d., 1992).

At CPC, security awareness training was not conducted as a pecificaly designated training
session; nevertheless, the knowledge that would be imparted in forma sessions was communicated
informally to team members and management by both the resident security staff and the action

researcher during meetings and work sessonsin the early phases of the project.

Intervention Element #3: Counter measure Matrix

In making decisonsin Phase IV from among the security dternatives generated in Phase 11,
managers may enhance their decison-making with the assistance of a*“Countermeasure Matrix,” an
example of whichisshown below in Table 2. Many of the intellectud tools to improve this phase focus
on risk analysis of security threats (Eloff, Labuschagne, and Badenhorst, 1993; Wood, 1988). Two
French tools, MARION ( Méthode dAnalyse de Risgques Informatiques et dOptimisation par Niveau)
and MELISA (Méhode dEvadudtion de la Vulnérabilité Résidudle des Systemes), for instance, are
useful in determining where the vulnerabilities in a system lie and in assessing thair rdative effects.
While, the UK assessment methodology CRAMM goes beyond risk analysis to recommend prioritized
countermeasures for assessed risks (Farquhar, 1991), implementation requires in-depth security
knowledge (Farquhar, 1991). Like the “Countermeasure Matrix,” BDSS is another theory-based tool
that suggests appropriate safeguards (Baskerville, 1993).

Whereas the problem recognition and aternatives generation phases have received some
attention in the generd management literature, the planning decision phase (Phase V) has received less
trestment in the security literature (see Parker, 1981, 1983; Fisher, 1984; Caroll, 1987; Wood, 1988;
Baskerville, 1988, 1993; Forcht, 1994, for example). Thus, new intellectua tools that can assst

managers in matching security risk with an gppropriate set of security controlsis useful. Moreover, asis
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evident from the preceding discussions, such atool should be based not on heurigtics done, but, if &t all
possible, firmly grounded in theory.

The "Countermeasure Matrix" mode, hence, is atheory-based, andytica tool for evaluaing the
overdl effectiveness of security options. Table 2 isan illustration of how this model would be applied to
aparticular security problem or need.

To understand the essentia features of the technique and see how these features might be used
in practice, consder the following Stuation. Let us assume that an organization has decided to give
customers electronic access to their mainframe product/pricing database and has had customers sgn
non-disclosure agreements as part of a contractua relaionship. Let us further assume that the company
would like to limit the extent to which non-customers and competitors can gain access to this same data.
Thus, the firm wishes to discourage non-customers and competitors from accessing the database while
making the database accessible to customers. Should security fail for some reason, the firm would aso
like to be able to identify the offender and seek redtitution in the courts.

A requirement for effectively using the matrix is that some persons of groups of personsin the
organization have sufficient expertise to be able to identify the full range of security solutions that could
meet the firm’sneedsin thiscase. Let us make the assumption that viable dternatives have been
assembled by this expert and that two security approaches— PINSs or persona identification numbers
and token-exchanging modems are selected for further evauation.

These proposed security solutions demonstrate how the matrix might be populated. The matrix
isformed by assigning methods in the Security Action Cycle to the row headings and proposed
organizationd solutions to the column headings. The cdllsin the matrix alow managers to compare the
effect of proposed solutions across the security countermeasures of deterrence, prevention, detection,
and remedies. PINs have been evauated as effectively meeting the god of deterrence because
individuas identify themselves to the computer system viathistoken. Thus, it may be assumed that
individuas recognize that every interaction with the system can be linked directly back to them. The
token-exchanging modems, conversaly, are a"hard box™" device that in an open office may be shared,
log, or stolen and, hence, not necessarily identify access by specific individuas. Therefore, it haslittle
or no deterrent effect. Tokenexchanging modems and PINs are both capable of controlling accessto
the system, data, or files and are noted, thus, as effective preventives. PINs dlow security officidsto
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trace individuals, associate particular persons with particular abuses, and indtitute corrective and/or legd
action. For thisreason, PINs are classfied as meseting detective and remedia goals. Since token-
exchanging modems may not be unambiguoudy associated with individuals, their detective effect is
limited to identifying compromised modems. Thelr remedid effect, thus, is present, but highly limited.

Security Option A-- Security Option B--
Authentication via Authentication via
Countermeasures Personal |dentification No. Security Modem Device

Deterrence Request for PIN from user; recognition
by user that an individual can be
personally identified

Prevention Accessfor valid PIN only Access for valid tokern+
exchanging modems only
Detection Identification of perpetrator; log of illicit | Identification of compromised
activity modem; log of illicit activity
Remedies Recovery from losses; prosecution of
identified perpetrator

Table 2. Application of the Countermeasure Matrix to a Problem

The use of the "Countermeasure Matrix" highlights strengths and weaknesses of proposed
security solutions to meet the firm's needs. All things being equa, the PIN solution in Table 2 meets
more of the security goas of the organization than the tokenexchanging modems. When planning for
security, therefore, managers can use the matrix as a technique for assessing both the short and long
term effect of security options by considering the immediate effect of deterrence, prevention, etc. as well
as the downstream feedback effects. When a decision must be made between options, the gpplication
of the matrix provides guiddinesfor arationa choice.

The matrix can aso suggest how the organization can respond if certain contingencies must be
taken into account. 1f there would be reason to suspect that PINs might not always be tightly guarded
by customers and might fall into the hands of competitors, for example, the matrix indicates that token
exchanging modemsin addition to PINswould be a good means by which to prevent unauthorized
access. To completely compromise the system in this Situation, competitors would aso have to acquire

token-exchanging modems.
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Placing the Interventionsinto their Overall Security Context

As Figure 4 shows, the three interventions being proposed and studied herefit into the context
of security planning in ardatively smpleway. The Security Risk Planning Mode provides the basdline
of phases -1V to which are added the implementation phase (V) and feedback loopsin Figure 4.
Awareness programs aid managers and professonasin identifying security issues (Phasel). Awareness
isthe first charge of security training and one of the tools that can structure this discusson and help to
identify problemsis the Goodhue- Straub modd (Figure 1). Themode presents to employees the
generd concept that risk and security awareness are afunction of both their industry and firm's
susceptibility to abuse and the countermeasures taken to control risk. Risk anadlysis (Phasell) is
affected by security awareness programsin that these programs inform managers and professonds
about specific local susceptibility to certain threets, as shown in the “Individua Characteristics’
component of the Goodhue-Straub modd (Figure 1). They dso serve to inform users about the entire
process of designing effective organizationa responses (Phase I11). This phase conveys knowledge of
the possible actions that can be taken to reducerisk, i.e., the “1S Environment” or second component
of the Goodhue- Straub modd (Figure 1). The Security Action Cycle is an example of the actions that
can be taken. Knowing and using this model can help in generating security dternatives. Findly, the
Countermeasure Matrix is proposed as a useful anaytical technique for making the find decision asto
which option provides maxima security impact (Phase IV).

Once security isimplemented, feedback from the relative success of the project can reinforce
knowledge gained during the earlier phases or it can assst in baancing expectations in subsequent
projects (Senge, 1990).
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Feedback Loop

' v v v

Phase | Phase Il Phase Il Phase IV Phase V

Recqgnltlon of Risk Alternatives Planning Security

Security Problem X G . .. .
or Need Analysis eneration Decision Implementation

Option A Option B

Deterrence

Prevention

Detection

Remedies

Countermeasure Matrix

Security Awareness Program

Figure4. Interventionsin their Overall Security Context

Method of Comparison and Manipulation

The basic method used in the research was that of comparison and manipulation (Cook and
Campbdll, 1979; Yin, 1994). Because propostion 1 was examined a both firms, the comparison
alows us to determine how managers frame questions dealing with improved security and, at the same
time, to ensure that the firms did not demongtrate wide variation in this fundamenta aspect of security
planning. If the firms do not differ in these underlying initid conditions, then the argument that
propositions found to be true in both settings could apply to settings beyond the sample is more
persuasive.

Manipulation occurs in |aboratory or field experimentation when reputed causes are conscioudy
manipulated and effects observed in as unobtrusive manner as possible (Stone, 1978; Fromkin and
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Streufert, 1976). In action research, there is dso conscious manipulation of reputed causes; in this
gtuation, though, the researcher is an active and obvious observer of the phenomenon under scrutiny
(Jenkins, 1985; Yin, 1994). Evidencein favor of propositionsis strengthened when a researcher
manipulates a reputed cause and subsequently observes the predicted effect, asin the case of the
interventions in the present studly.

Validity of Research Approach

It should be noted that while the current research did not gtrictly follow the classc stages of
research as described by authors such as Jenkins (1985), it is clearly within the purview of action
research studies now being conducted (Baskerville, et d, in press).  Both projects were originaly
consulting projects, which, at the same time, were conscioudly conceived as research projects. The
participating organizations were aware that the data gaethered would, idedlly, find its way into academic
papers dedling with security. Moreover, the signed non-disclosure documents did not preclude the
possihility of wider dissemination of this information so long as company names were disguised. In fact,
both firms were very helpful in reading, reacting to, and eventually approving versons of the paper for
submission to academic journd review.

The research varied from classic research stagesin one other respect. While the research
questions were clear from the beginning of the first project, the design itself evolved. The combination
of action research and interviews to study manageria responses to security Situations progressed in an
organic way rather than being part of any presst, origind desgn. Nevertheess, the vaue of triangulating
on the phenomenon through two markedly different methods is well known (Fielding and Fielding,
1986) and we were able to capitalize on these research capabilitiesin this case.

With respect to the vaidity of the action research component, it is critica that models being
examined are integrated into the process (Schein, 1987). Participants in the CPC project learned about
the modelsin at least three ways. Firdt, they learned about the mode during forma presentations
during meetings. Second, they learned from the models by seeing their immediate problems being
andyzed through the models. Findly, they learned how to use the modds so that they could analyze

amilar Stuationslater. All three of these forms of learning occurred during the action research.
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Another primary characteristic of successful action research is that the immediate problem has
been solved (Schein, 1987). Aswe shall shortly see, this proved to be the case for CPC. Decision+
makers were able to consider awide range of security solutions and to focus on those that met their

needs.

Qualitative Data Analysis

Propositionl:
Interviews at Customer Data, Inc. (CDI)

Based on interpretation of the data gathered through the numerous interviews of managers a
CDl, there are grounds for arguing that practitioners fee comfortable with some of the countermeasures
embodied in the Security Action Cycle, but not dl. Namdy, recovering from and preventing a
security “incident” were identified by more than 75% of the participants as managerid actions that can
be used to ded with systemsthreats. One participant in this 75% group felt that remedial actions
needed to be taken after a break-in. He expressed this sentiment in the following way:

If there is evidence of break-in, maybe looking outside this organization as to who
and how but if there is no evidence immediately of break-in, then we try to find out
who had access to that information....

Another member of this group commented on how pr eventives were invoked:

[ To attach to the network, thereisa ...] user authentication procedure you have to
go through just to get on the network. Those are built into the product....

Three countermeasures of effective risk management were missng from nearly dl of the
respondents’ concepts of good information security, however. Proactive detective activities were
seldom cited. The feedback effect of sanctioning activities was likewise not readily understood by this
group of practitioners, thislearning effect never being mentioned by study participantsin any of the
interviews. Findly, even though the first phase of risk management, deter r ence, was mentioned, it
gppeared only in an indirect way. Typicaly, it was dluded to in statements that greater user awareness

would be desirable so that preventive measures would work better and so that detection would be surer
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if abreak-in occurred. One manager, for example, indicated that it was important to be able to have
close communications with human resources to prevent fired employees from continuing to access the

network:

| would make sure that the local area networking administration has a direct pipein
with human resources because we need to know who is going and who is coming and
who went and why and when they took them off the network.

In generd, interviewees were not aware of the impact of remedial countermeasures on
potential abusers. They were much more aware of the recovery aspects of remedies. From the
sandpoint of influencing future behavior of potentid abusers, however, being capable of recovering
from abreach isnot redly relevant.

One exceptiond manager’ s view illustrates how an ingght into the Security Action Cycle could
affect overdl security planning. Unlike other interviewees, this manager noted thet it was criticd to
interndly discipline indders who intentiondly abused the system. He argued that aforceful
organizationd response was important. ..

...because people want to find out who is responsible - the people who may

be looked at first if it’san incident that is not attributed to a particular

user, my guys have access to everything. Not only my people here, people

who | work with in the networking business from other units. You know

the supervisorsin the wide area and the LAN so | think we would come

under scrutiny. Especially if there seemto be - like when someone breaks

into a house, if someone is harm or assaulted in the home, first they see if

there was any type evidence of break-in. If there was no evidence of

break-in, maybe it was an inside thing. Someone knew the family or had a

key or something like that.

He goes on to observe that this “hanging tree” effect would “deter” future abuse. Remarks
like these indicate clearly that he had a keener intuitive sense for the feedback created by
countermeasures than others did.

What isingructive about the perceptions of this firm’'s managersis that an overwhemingly
positive attitude toward security was not accompanied by a thorough understanding of available security
responses. |n spite of a strong consensus that the firm lacked an acceptable level of security awareness,
interviewees were not generally clear as to how a security awareness program, for example, woud have

downsiream, learning impacts on the mgor systems threats.
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Proposition 1:
Action Resear ch at Customer Processing Company (CPC)

To study managerid knowledge of security and whether theory-based concepts and principles
of the Security Action Cycle would actudly be adopted by managers, a second quditative study was
conducted at Customer Processing Company (CPC).

In the early planning stages, CPC participants reveded the same disposition as those at CDI.
Methods for preventing access to sensitive sysems were far and away the most frequently discussed.
Top managers stressed the need to find controls that would inhibit unauthorized access and to
implement them as soon as possible. One security team member expresses this view when he reports

on the security possibilities of Automatic Number Identification (ANI):

ANI/Caller ID are telecommunications technol ogies that allow the telephone number
of the caller to be electronically transmitted to the party being called. They also
provide the ability to display the number at the receiving end. [ These technologies
would allow CPC.. ] to receive, and verify, the telephone...requesting access to [our]
database.

Over the three month period in the early stages of security planning, methods for preventing access were
mentioned an order of magnitude greater than the next class of responses.

Remedies in the event of a security breach were discussed next in frequency. Team members
focused on how the firm should proceed in recovering from damage from a mgor security incident. Of
particular concern were adverse media coverage of any security breaches, waysto limit the damage,
and correct any underlying problems. Again, asin the case of CDI, the remedies that were identified
were closdaly associated with recovery mechanisms, which have little to no impact on downstream
deterrent effects.

Early in the security planning at CPC, little attention was paid to proactive detection of
compromised security. Avoiding abuse through passive approaches (deter r ents) was likewise

infrequently hailed as a security requirement.

Proposition 2:
Action Resear ch at Customer Processing Company (CPC)
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The intervention a CPC included a series of mini-educational sessions and reports designed to
introduce the spectrum of responses in the Security Action Cycle to both the top management and
project teams. Thus, during the 5 %2 month period through the first haf of the project, it was possble to
introduce al three ements: intervention dement #1, the Security Risk Planning Modé, intervention
element #2, security awareness training, and ement #3, the Countermeasure Matrix.

With respect to dement #3, the multi-tiered nature of the Security Action Cycle was stressed
during meetings and reporting sessons. An atempt was made to convey the basic theme that
countermeasures such as tokenexchanging modems are redtricted to asingle-tier ed effect sncethey
are designed only to prevent unauthorized access. The Countermeasure Matrix was the specific
modding mechanism for making this concept concrete. A control such as aPersond Identification
Number (PIN) hasan impact on multiple tier s inthat it prevents unauthorized access, provides a
means to detect and punish an offender, and, with its inherent persona accountability feature, aso
servesto deter potentia abusers. In point of fact, the example given earlier to illustrate how one might
populate the Countermeasure Maitrix is exactly what did occur in thinking about PINs versus token
exchanging modems a CDI.

Figure 5 shows the results of intervention element #3 on the overal process. Before the
intervention, Sngle-tiered security options— options by and large preventive in nature— dominated
both groups thinking. After the intervention, methods that had a multi-tiered impact (“multi-tiered” was
the terminology adopted by the security project team) were actively pursued. In the sx months
following the intervention, multi-tiered methods show distinct signs of being incorporated into planning
processes of managers. During the severd months immediately following the intervention, in fact, more
multi-tiered than single-tiered options were being investigated.
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Figure5. Effect of Intervention Element #3 on Pursuit of Multi-Tier Security Options

What isreveding in this process is that the company did give careful consderation to methods
that had a broader and longer term impact on security. Proposition 2, hence, receives support in this
andyss.

A good indication of how knowledge of the Security Action Cycle had penetrated the security
planning process was the following statement from a report in the seventh month:

There was general agreement [among the firm's top managers| that the company
needs to vigorously prosecute any one caught abusing the system. The deterrent
impact of such highly publicized prosecutions could be significant.

This statement certainly reflects the consensus that remedies such as prosecution should be considered,
but even more importantly, that there will be afeedback impact from such actions and a deterrent effect
on the front end of the cycle.
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Implications for Research and Practice

Evidence in favor of proposition 1 was found at both Stes. In short, managers were generaly
not equdly versed in dl countermeasures in the Security Action Cycle. They tended to see computer
Security asaway to prevent losses and thereby mitigate further downstream damage. Much less
frequently were they concerned about how to recover from a security breach or system loss and seek
remedies. Moreover, managers were seldom attuned to deterrents as atool for reducing system risk.
They were even less aware of the value of systematic and purposeful detection. Hardly any
participants demonstrated an awareness of the feedback effect of countermeasures.

Given that the present study examined propostion 1 in only two sSites (dbeit through a
reasonable number of participants and documented instances in each site), researchers may want to test
the generdizabilty of these findings more broadly. There are reasons to believe that the Security Action
Cycle may be even less well known outside of North America (other than, possibly, Sweden), a
circumstance which offers interesting cross-cultural research opportunities,

Proposition 2 aso found support in the study. Awareness training, the security planning modd,
and Countermeasure Matrix appeared to have sgnificantly influenced subsequent security planning,
despite their, perhaps, more complex and intricate theoretica underpinnings. Researchers should
investigate the long lasting effect of interventions such as the one reported here. 1t is possible, of course,
that managers could lose this orientation and revert back to atheoretical gpproaches in addressing
Security issues.

Researchers should aso test the viahility of theory-based security planning in other contexts.
Little scientific work has been donein this vein, and since deterrence theory has proven to be
remarkably versdtile in the computer security field in generd (e.g., Harrington, 1997), there are many
avenues in security planning to explore through this theory base. An open question, for example, is
whether even awel thought-out program will lead to employees internalizing corporate security gods.
Longitudind research is perhaps best suited to examine a process such as this occurring over time.

Field experiments, moreover, would alow us to conclude more definitively that theory-based tools
produce more satisfactory outcomes. Additional action research or fidld studies could be very helpful in
uncovering patterns of security planning and implementation. Using these and dternate techniques,
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additiond studies can aso advance knowledge by confirming or disconfirming the Goodhue- Straub
(1991) model of manageria concern.

New research opportunities are also suggested by thiswork. We need further sudiesin the
general concept of risk in the computer security arena. The current work assumes a connection
between increased planning and increased safeguards as well as the onward connection between
increased safeguards and decreased risk. These assumptions may not be vaid. Ironicaly, the
downstream effects of security planning could create additiona risks of their own, for instance. Adding
security functiondity to an existing sysem — IT or manud — does increase the complexity of the total
system, which, in turn, might increase rather than decrease the totd risk. Moreover, controls create
more closely coupled systems, this aso leads to increased risk of failure (Perrow, 1984).

From the standpoint of practice, if the responses of CDI and CPC managers represent a not
untypical set of responses and if many managers, indeed, tend to be less informed about available
measures to reduce systems risk, what can be done to ater both perceptions and knowledge? In
particular, can knowledge of the full spectrum of security methods be conveyed so that it can be
incorporated into manageria thinking? This study suggests that successful endeavorsin thisvein can
build effective security from the planning stage onward and, hopefully, lower system risk.

Specificdly, the results here indicate that managers are not aware of dl of the security
countermeasures available to them. Training and planning tools go hand-in-hand in proffering a means
to change this Situation. Moreover, in spite of the greater chalenge posed by theoreticaly- oriented
models, professonds will be well served by mastering and gpplying these principles to security planning.
But implementers should be cautioned that one shot programs, just like short term management
commitment, may have little long term impact (Banerjee, et d., 1993).
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Guidelinesfor Practice
Adopting the following steps and executing them well, managers can change the security
environment in their organizations. Guidelines are presented in a cgpsulated form as Table 3; those that
need further explication are enumerated briefly below.

Phase Guideline Action plan

Phase 1 - 1.1. Gain top Educate top management about the Security Action
Recognition of management support Cycle and present them with obvious vulnerabilities
security problem and resources required to secure systems at some

minimal “accepteble’ level.

1.2. Adopt security risk | Integrate SRP into the organization's standard
planning model (SRP) | planning approach.

1.3. Institute security | Offer optiond security training; link mandatory
awareness program training with new employee orientation and/or
computer account issuance; teach participants the
theoretical principles of the Security Action Cycle.

Phase 2. Risk 2.1. Carry out risk Determine unacceptable risks by organizing awide-

andydss assessment program ranging risk program using teams of security officers
and targeted users, evauate existing systems, al new
vendor productsand IT projects, investigate security

breaches.
Phase 3. 3.1. Consider options | Teams determine possible countermeasures for
Alternatives to deal with eachrisk | unacceptable risk by gpplying the security action
generation cycle to each unacceptable risk
Phase 4. Planning | 4.1. Choose solutions | Teams of security experts and targeted users develop
decision countermeasures matrices for each unacceptable

risk; determine security measures.
Feedback 5.1. Disseminate Initiate routine and exception security reporting

information about practices, then communicate on aregular basis

security actionstaken | disciplinary actions regarding security to employees.

Table 3. Manageria Guiddines for Coping with Systems Risk

Guiddine 1.2. Planning of security projects cdls for areasoned, generd purpose methodol ogy
(von Solmset d., 1994), such as SRP. Other approaches are dso viable (Luker, 1990), but the
essentid point is that some phased gpproach be utilized. To take action in this area, integrate a security
risk approach with the organization’s regular IT planning (see dso Baskerville, 1993).
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Guiddine 1.3. To heightened security awareness on the part of managers, professonals,
technicians, contractors, etc., dl relevant groups should be provided with sufficient training and
supporting reference materids to alow them to properly protect and otherwise manage information
asxts. Training materids should communicate higher level concepts, such as the Security Action Cycle,
but dso detailed information about specific vulnerabilities and feasible responses in the organizetion's
present setting. If the organization dready hasinfosecurity policies, these should be reviewed with
student-employees carefully during thistraining. If not, these should be created as a pardld activity and
fed back into the system for subsequent rounds of training. For the greatest effectiveness, new
employees should receive consciousness-raising and security awareness in their company orientation
program while veteran employees should receive update and refresher programs.

Guiddine2.1. A prerequisite for devisng a protection plan (Eloff, Labuschagne, and
Badenhorgt, 1993; DeMaio, 1995) and implementing security controls, risk analyses or comprehensive
reviews of current security are usudly carried out in organizations viateams of security officers and
targeted users. Among the options for performing risk assessment, older techniques such as checklists
and Courtney’s probability risk analyss (1977) are il in use (Baskerville, 1993). New techniques
such asthreat tree analysis do not depend on exact probabilities to assess risk, but rather semantic
matches to terms like “moderate,” “low,” and “high” (Weiss, 1991; Smith, 1989). Thisis one reason
why threet tree andysis is recommended by the US Dept. of Defense (Department of Defense, 1988).
The point of dl of these techniquesisto prioritize and then determine the leve of risk thet is
“unacceptable’ to the organization. If fifty sysemsrisks are identified, an 80-20 pareto principle may
suggest that the firm needs to serioudy respond, for example, to only the first sixteen “unacceptable’
rsks.

Guiddine 5.1. Feedback of variouskindsis critica for cresting a downstream deterrent effect
on potentia abusers. Managers should initiate routine and exception security reporting practices and
then take further actionsin thisregard. Feedback actually consists of or+going dissemination of security
actions taken and policies deployed and it should be more apart of corporate culture than a set of
forma, one time exercises. Straub (1986b) and Hoffer and Straub (1994) identify several processes by
which managers can communicate security information, values and gods to employees. Conventiond

departmenta meetings and informa discussions are good ways in addition to formal training and
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educationd sessons. Unless sugpects have been given due processin a court of law, no offender
should be identified by name. Nonetheless, statements about disciplinary actions taken, such as
reprimand or dismissal for violation of security policies, will provide the relevant feedback to potential

abusers.

Conclusion

No system can be made absolutely secure. In spite of thisfact, it is possible to formdize parts
of the security systemthat can be efficiently and effectively formdized, as we have seen. The advantage
of such formdization isthat it frees up other resources to be used to monitor those parts that cannot be
formalized, or were selected not to be formaized. Thus, inadeguate security in many organizationsis a
Stuation that can and should be remedied.

The present study provides evidence that practitioners are willing and able to adopt theory-
based tools for security planning. Theinterview and action research findings offer empirical support for
the propositions that measurable improvements can be made in these critical activities. Whilethereisno
doubt that many security consultants have excellent ingtincts with regard to what works and what does
not, these empirica gpproaches help to raise the discussion above the level of folklore and into the

relm of science. Additiona work aong these linesis very much needed, however.
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APPENDIX

Computer Security Policy/Risk Project
Security Views
Interview Script

Name of interviewee:

Name of liaison:

Name(s) of
interviewer (s):

Date/time of interview: Length of
interview:

Section |. Warm-Up Questions

1. How long have you been with the company?

2. Did you work elsewhere before joining the company? If yes, how long were you there and what
positions did you hold?

3. What isyour current position (role) in the organization? [The inter viewee may answer this
question simply with their title. Probe even if thetitle does seem to make theinterviewee's
role obvious. A follow-on question such as* Exactly what do you do in thisjob?’ may suffice,
but if not, ask some additional questions. We need an elaboration of their rolein order to
under stand the current organizational structure, with respect to security, and how this
structureasit currently exists will be able to adapt to the need to secure the new systems
coming on line. A secondary use of this qualitative data will be to assess the overall security
personnel structurein order to make recommendations for the implementation and roll-out.]

4. How long have you had this pogtion?

5. Towhom do you report?

Section | 1. Characterization of Firm
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| would like to hear your views on the firm itself, its culture, its character, itsidiosyncrasies, and o
forth? What isit like working here? What isthe “spirit” of the organization? (Thisisa question
tryingto get at culture of the organization.)

In your view, what is the purpose, mission, or driving force behind the firm? What does it have to do
right to continue to be prosperous, successful, and competitive?

Section I11. General Opinionsand Views about Security at the
Firm

= = Next are questionsrelated to your views or opinions
P hﬁ ' about the protection of the company’s computerized
5 o3 information systemsin general. When you areasked in
theinterview about your views on some scenarios, for
example, you can consider every kind of computerized

information system in the company, even PCs and
workstations.

Scenario A: “Wors Possible Thing that Could Happen”
Security Incident

Please think about the broad outlines of the security “incident” described in the following
scenario, ponder some questions we are going to ask you, and then give use your answers.

[Interviewer should hand theinterviewee a boldface, large font printed
version of the following scenario--the material within quotation marks--to
help them answer questions about the two scenarios following.]

“Thisfirm has experienced a security ‘incident’ in which data, records, files, programs, or
computer hardware have beenimproperly and ddiberately used, modified, destroyed, stolen, or
damaged. Theincident is ether interna--thet is, originating insde the organiztion: - or externa
inorigin.

The incident has resulted in one or more of the following losses:

(1) financial losses, either unbudgeted expenses, loss of revenues, loss
of clients, and/or other direct actual dollar losses,
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(2) opportunity losses or costs,
(3) legal liabilities,
(4) severe embarrassment from media exposur e of theincident.”

Questions

2a. Wha isthe worgt thing that you could possibly imagine happening here at the company
that would fit this general description? Focus on the dire consequences of this scenario
more than on how likely it isto occur. In other words, don’t worry if the incident you
imagineis not very likely to ever occur!!!

Can you give me as many details as occur to you?

[Interviewer should probe for as many statements by the interviewee as
possible. Through this question we aretryingto get as much qualitative data as
possible about the company culture--what is valued most (and, ther efore, what
should be protected most) and what ar e the management decision-making
drivers]

2b. What do you think might be the underlying factors that would explain how such an
incident could have occurred?

[Interviewer should probefor as many details as possible. Through this question
we aretryingto get as much information as possible about general or high level
security vulnerabilities that the policy and the detailed risk assessment will need
to address.]

Scenario B: Most Likely Security Incident that Could Happen”

Please think about the broad outlines of the security “incident” described in the following scenario,
ponder some questions we are going to ask you, and then give use your answers.

“The firm has experienced a security ‘incident’ in which data, records, files, programs, or computer
hardware have been improperly and deliberately used, modified, destroyed, stolen, or damaged. The
incident is @ther internd--that is, originating indde the organization:-or externd in origin.

The incident has resulted in one or more of the following losses:
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(1) financial losses, either unbudgeted expenses, loss of revenues, |oss of
clients, and/or other direct actual dollar losses,

(2) opportunity losses or costs,

(3) legal liabilities,

(4) severe embarrassment from media exposur e of theincident.”

Questions

3a What isthe worgt thing that is likely to happen here at the firm that would fit this generd
decription? Thistime, please focus on a serious incident that you think islikely to occur. In
other words, don't worry if the incident you imagineis not the most serious incident you can
think of!!! Focus on what seems to the most vulnerable security asset.

Can you give me as many details as occur to you?

[Interviewer should probe for as many statements by the interviewee as possible.
Through this question we are trying to get as much qualitative data as possible about the
high level vulnerabilities that will inform our risk analysis. We arelooking for and
should probe--without leading the witness--for statementslike: “Most people are not
very concerned about backing up their personal computersand I’ ve seen a lot of wasted
work restoring systems from scratch asaresult. | back my own system up once a day
now.” |

3b. What do you think might be the underlying factors that would explain how such an incident
could have occurred?

[Interviewer should probe for as many details as possible. Through this question we are
trying to get as much information as possible about general or high level security
vulnerabilities that the policy and the detailed risk assessment will need to address.]

4. If you were asked to plan for some new security measures at the company, how would you go
about doing this? Are there certain stages or phases that might be involved in your planning for
improved security?

[Interviewer should probe for as many statements by the inter viewee as possible.
Through this question we aretrying to get as much qualitative data as possible about the
company culture, especially such aspects as resistance to change and how seriously do
employees think they should take security. The moreindividuals dwell on the
complexities of deriving a security plan, the moreawar e they may be of the difficulties
involved in designing and implementing security. A secondary research objectiveisto
content-analyze for indications that individuals have or do not have a grasp of the
embedded phases of deterrence, prevention, detection, recovery, and organizational
response.]



5. If aserious computer security incident occurred in an area you have some responsbility for, what
are the steps you think would have to be taken to ded with the Stuation? Even if you fed that
the entire matter should be turned over to the professondsinsde and outside of the company,
what steps should be taken?

[Interviewer should probe for as many statements by the interviewee as possible.
Through this question we are trying to get as much qualitative data as possible about the
company culture, especially such aspects asresistance to change and how seriously do
employees think they should take security. The moreindividuals dwell on the
complexities of deriving a security plan, the more awar e they may be of the difficulties
involved in designing and implementing security. A secondary research objectiveisto
content-analyze for indications that individuals have or do not have a grasp of the
embedded phases of deterrence, prevention, detection, recovery, organizational
response, organizational learning and feedback.]

Security Breaches/Lapsesin Security
Incident #1

6. Areyou aware of any incidents that have occurred over the last 5 years in the security of
information systems here at the firm? We are interested in the whole range of incidents
involving the protection of the information resource. Viruses would qualify, aswould a
deliberate act of computer abuse or computer crime. Loss of data from alightning strike is
equally useful information. What ever you can think of would be helpful. [Probefor both
intentional security breaches and lapsesin procedure (backup procedures, for
example) that have resulted in losses to the company. ]

6a. Description of incident: (What are the facts of the incident? Where relevant, assets
attacked; method used; perpetrator, if known)

6b. What losses occurred? [Direct the interviewee' s attention to the generic scenario for
a listing of some of the losses that can occur .]

6¢. How was the incident discovered?

[Probefor the presence of systems controls alerting someone that there was a
problem. If discovery was accidental, probe for the actionsthat led to the
discovery.]

6d. How was the incident handled from an administrative point of view?

[Probe for the extent to which perpetratorswere disciplined or not. Ask follow-up
guestionsto gather information about the presence or absence of formal recovery
procedures, adjudication of the incident, and feedback to other employees about the
problem.]



Security Breaches/Lapsesin Security
Incident #2

6. Areyou aware of any incidents that have occurred over the last 5 years in the security of
information systems here at the firm? We are interested in the whole range of incidents
involving the protection of the information resource. Viruses would qualify, aswould a
deliberate act of computer abuse or computer crime. Loss of data from alightning strike is
equally useful information. What ever you can think of would be helpful. [Probe for both
intentional security breaches and lapsesin procedure (backup procedures, for
example) that have resulted in losses to the company. ]

6a. Description of incident: (What are the facts of the incident? Where relevant, assets
attacked; method used; perpetrator, if known)

6b. What losses occurred? [Direct the interviewee's attention to the generic scenario for
alisting of some of the losses that can occur.]

6¢. How was the incident discovered?

[Probefor the presence of systems controls alerting someone that therewas a
problem. If discovery was accidental, probe for the actionsthat led to the
discovery.]

6d. How was the incident handled from an administrative point of view?

[Probefor the extent to which perpetratorswere disciplined or not. Ask follow-up
guestionsto gather information about the presence or absence of formal recovery
procedur es, adjudication of the incident, and feedback to other employees about the
problem.]
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